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o _ _ Data and Metadata Representations
Health applications are a natural focal point for research using sensor data. ) ., ., .
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Barriers in Conducting Research with Mobile Sensor Data . \ . \ . \
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Variations i Fine-Grained Provenance Over Data Stream Computations
Hundreds of samples/ | Tens of sensors per Gygabytes/day per attachment, Multiple biomarkers | Sources of valuation of : 7 ”
second per sensor device person placement, signal from same sensor specific biomarkers Proyenance IS Often Captured at the “streams & mOdUIe_S Ievel_'
\ A . quality ) \ > But if 2 sensors’ output is “merged” together, we can’t differentiate...
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mProv: Provenance Cyberinfrastructure for Mobile Sensor Data | >m
- Builds on top of open-source MD2K cyberinfrastructure that enables collection, curation, analysis, | ey Chafmeteiw i
visualization, and interpretation of high-frequency mobile sensor data et _
* mProv provides data models, metadata standards, API's, and runtime support for annotating sensor data Our 903|15_ ______ t_r_g_g_}g____p_rovenance at the per-data-item level to see changes...
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- Source — sensor type, placement, sampling rate, continuous/episodic . parameters ,
number, probability, class/category ' Ev— M%m chest
- Provenance — features and rules applied to obtain a biomarker - Level Switching from chest to wrist
- Validation — specificity, sensitivity, benchmark, gold standard (\ Stress | ——— R
- Privacy — user controls exercised and applicable privacy policies Level | | Mstress M From wrist
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P J Mechanisms for Automatic Provenance Generation
- Provenance solutions for reasoning about uncertainty and variability Streams from sensors are beine processed via pipelines of modules
- Key construct is to create windows of data that can be treated as a unit 5P PIp
- A data item can be assigned to multiple overlapping windows of different sizes Can we automatically record provenance for data computed by modules?
- Provenance for each output is derived from input windows S1dea: C dules f I . el .
- Create annotation model for time-varying mobile sensor data ea: Lompose modules from smaller primitive operations
- Develop a sensor data stream provenance annotation system e.g., map + reduce, filter chains, SparkSQL relational algebra
- Provide an archival service for data and metadata streams 1. Operationsfrom our library: automatically track provenance derivations
L Manage sensor data sharing and resulting privacy risks Y 2. User-defined operations: all inputs linked to output or programmer calls an API
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Vahd ation Case StUdleS aciuride . We can compose hourly “summary” streams over individual
. . . _ summary ‘ stress event episodes, which are at the bottom level
- Goal: Annual validation case studies will i CEQ\O 1[ 16 [ﬁ) 1€ -~
- Validate the effectiveness of our languages, APIls, and runtime systems
annotated with provenance 9 and being integrated into mCerebrum y
- Provide initial datasets and benchmarks for CISE researchers
- Validation studies to evaluate the adequacy of mProv in capturing the provenance reflecting the variations 4 _ _ N\ [ )
- In data source, sensor type, and attachment for stress assessment Privacy Aware Data Sharing Standards
- In sensor location (dominant vs. non-dominant hand) on detection of hand to mouth activities such as . Context-sensitive Control over Sharing |
eating and smoking | - - Easy-to-manage fine-grained user control over . Bu!lds_upon Open mHealth data standard,
k. Annual open data challenge with test problems starting in Year 3 Y sensor data collection process while balancing which includes
privacy and data quality - 91 schemas for common mHealth data
4 _ _ ) - Platform mechanisms to prevent leakage of elements
mPrOV ImpaCt Of SCIG“CG and SOCIth sensor data to qther applic_ations - standardized representation of time and units
- MD2K platform enables collection and analysis of mobile sensor data in the natural * Metadata for Sharing and Privacy - annotation to standard medical vocabularies
| t - Schema to carry sharing policy (*Terms of - mProv will revise and extend Open mHealth’s
enwronmen. _ _ _ Service”) with the sensor data _ p
- mProv provides a companion cyberinfrastructure to annotate data streams with source, - Compute sharing policy for outgoing sensor data current basic metadata schema
placement, semantics, provenance, validation, and privacy to facilitate data sharing by fusing sharing policies of incoming data as \ )
- MD2K and mProv together deliver an end-to-end cyberinfrastructure to catalyze research with well as sharing policy of processing module - N
mobile sensors Cryptographically bind a recipient to the sharing
: : : : : : . policy _
. Accele_ratlng research with mobile sensor data brings tangible benefits to the society, e.g., Changes in sharing policy triggered by new Website: http://mprov.md2k.org/
iImproving health & wellness knowledge or change in context
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Giving mHealth researchers the means to manage metadata for streaming sensor data
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